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Secure managed computers and 
Microsoft 365 for the professional 
and SMB office.

• NPC Secure Managed Computers

• Hardware, encryption, backup, system 
software, security, technical support, 
managed and monitored for you  

• NPC Managed Microsoft 365  

• SharePoint, Exchange Email, Teams, and 
a host of productivity tools

• Cyber Assessments and Pen Testing



Agenda

• The Incident Response Plan

• Building Blocks

• Q&A
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7https://go.npcdataguard.com/incident-response-template-download

https://go.npcdataguard.com/incident-response-template-download
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Threats up 300% since pandemic started: 

Remote 
desktop

IoT devices Improperly 
Protected 
Networks

>

>

Supply Chain 
Attacks

Email and web 
browsing

Source:  FBI IC3 (Internet Crime Complaint Centre)



9Source: Cybereason Global Study June 2021 – Ransomware: The True Cost to Business



10Source:  U.S. Department of Treasury 

https://home.treasury.gov/system/files/126/ofac_ransomware_advisory_10012020_1.pdf
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Risk 
Governance 
Program

Programs and 
Plans

Information Security Program
Data Collecting, Handling and Retention Program
Vendor Risk Management Program
Asset Management Program
Human Resources Training Program
Physical Security Program
Regulatory Compliance Program
Business Continuity Plan (BCP)
Incident Response Plan (IRP) 

Policies

Privacy Policy
Acceptable Use Policy
Password Policy
Computer, Phone and USB Device Policy 
BYOD Policy 
Email Use Policy
Removable Media Policy
Remote Access Policy
…
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The plan I would do first if I had no other plan or policy in place

 If you do business internationally or extra-
provincially, know your responsibilities in those 
territories

 Map out how you will mitigate damage, quell 
the attack

 Ensure you are using professional technical 
services immediately to minimize damage, 
preserve evidence

 Perform a post-mortem, and extensive post-
event technical testing

 Test and revisit the plan at least annually

 What are your particular risks, what type of 
incident would have the most impact 

 Have an Incident Response Team organized 
and at the ready

 Ensure a lawyer, your insurance agency, and 
your compliance professional are part of the 
team, and in the plan are immediately 
contacted

 Map out how you will communicate within 
the team

 Know your regulator or professional 
association reporting requirements and 
timelines
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• An Incident Response Plan is a set of guidelines and information resources 
to respond to a specific incident in the moment

• A Business Continuity Plan is a post-incident business recovery action plan



14

• Any event that causes the loss or theft of data, breach of your systems, 
attack on your operations, attack on your clients – it could be both an 
internal or external attack:

• Ransomware

• Business Email Compromise (BEC)

• Loss of login credentials, unauthorized access to systems

• Loss of a device – laptop, desktop, smartphone, USB storage device

• Physical break-in or insider theft of paper records
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Keep it simple

• Your plan may be two pages, or twenty: 

• For professionals handling sensitive data, even a company of 
one needs a plan

• Make it commensurate with the size and complexity of your 
operation

• You share it with key team members, internal and external, and 
will access it to lead you in an emergency

• It is better to have some kind of a plan, than no plan at all (…this 
from a hardcore perfectionist )
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Be simple, but accurate and clear in your steps

• Use checklists, use simple flowcharts

• Detail roles, responsibilities, accountabilities – who is in charge?

• Technical and non-technical people must work together

• Decide in advance your priorities – what matters most -
protecting client data?  protecting corporate data? restoring 
operations?  

• Identify risks specific to your business, and grade them
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Creating Your IRP  |  Building Blocks
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Preparation

Detection

Containment

Eradication

Recovery
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Identify and document
 Where your information is:

• Computers – server and endpoint (laptop, desktop, 
tablet)

• Smartphones, USB devices
• Cloud services
• All files at home and office

 What are your computing, communication and system 
assets:
• Devices, types, models, serial numbers

Preparation

Detection

Containment

Eradication

Recovery
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Record at what point an event becomes reportable, 
and to whom  

 Identify your legal obligations and recommended practices:
• Government regulators – federal, provincial, state, 

foreign 
• Industry regulators
• Professional associations
• Contractual obligations

 Understand the concept of “Real Risk of Significant Harm”

Preparation

Detection

Containment

Eradication

Recovery
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Create your Incident Response Team

 Key members of your organization
 Your IT support or MSP
 Identify or have on retainer a professional cyber security 

incident response company 
 Your insurance company
 Your lawyer

Preparation

Detection

Containment

Eradication

Recovery
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Create your Incident Response Team
 Who has what role, establish accountability 
 Indicate who has top level access to what systems:

• Ensure IR Team members with access to systems are 
aware they must know or have their passwords to 
those systems, without the benefit of stored 
auto-logins!

Preparation

Detection

Containment

Eradication

Recovery
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Create a Communications Plan
 Document in your plan who will contact whom on the IR Team, in 

what order, and what to do if a party is unavailable or 
unresponsive

 Who decides how much is said and when
 Document who is in charge of external messaging:

• Be careful not to say too much, too soon.  This is a time you 
can overdo transparency and increase the damage to you or 
your stakeholders – assume the threat actors are listening!

 Decide now what to do if parts of your communication methods 
are down – no email, no VoIP phones

Preparation

Detection

Containment

Eradication

Recovery
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Assess what tools you have to detect a threat, and your ability to 
use them 

 Identify what logs are created by your connectivity devices, 
servers, anti-malware software, computer operating systems, etc. 
If logs are not being kept, activate them or upgrade to systems 
that do so

 Does your MSP or IT provider monitor your devices and logs?
 Do your back-end and service providers have an IDS (Incident 

Detection System)? A SIEM (Security Incident Event Management) 
system?

 Ensure you know what a cloud provider will do if they have a 
breach, or detect one related to your account. Must they tell you?  
How soon?

Preparation

Detection

Containment

Eradication

Recovery
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 Create Quick Response Guidelines to insert in your plan for 
most likely scenarios, or areas that would be of most 
concern

 Hold a mock incident response event (War Gaming) 
annually.  Walk through your plan to see if it will work in 
practice, particularly your communication plan

 Prepare a breach notification letter, just the framework, in 
advance

 While taking great care to protect your Incident Response 
Plan’s confidentiality, store multiple forms of your plan and 
IR Team contact information on and offline

Preparation

Detection

Containment

Eradication

Recovery
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DON’Ts to be listed in your plan
 Don’t panic – you have a plan, stay calm, follow the plan
 Don’t immediately shut systems down – shut downs and 

restarts can trigger additional behaviour in malicious 
software, destroy forensic information, and cause the 
loss of other data

 Don’t start using data cleaning and wiping tools unless 
you know what you are doing and have collected the 
proper forensic data beforehand

 Don’t immediately use domain administrator 
credentials.  Threat actors may have launched a small 
attack and are in a system watching for those to do 
greater damage

Preparation

Detection

Containment

Eradication

Recovery



27

DO’s to be listed in your plan
 Do consult your IR Team or IT Support for immediate 

instruction on specific actions related to deleting files, 
shutting off systems, changing access, etc.

 Do disconnect devices from the Internet
 Do make notes and record carefully the name of any 

malicious files if found, and any observable system 
effects; new file extensions, what appeared to happen, 
device behaviour, system performance

 Do have all systems and devices backed up
 Do have ample cyber insurance

Preparation

Detection

Containment

Eradication

Recovery
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Event detection
 Watch for unusual transactions – identify in your plan a 

few examples of what they might look like
 Conduct periodic cyber assessments, reviews of IT 

systems
 Watch for abnormal device or system behaviour, slow 

network performance
 Take comments from external contacts, clients, 

suppliers, etc., seriously if they have received spoof 
emails, odd requests or transactions that seem to be 
related to you or your business with them

Preparation

Detection

Containment

Eradication

Recovery

Detection
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Event detection
 Check occasionally with your MSP, IT, Cloud or back-end 

providers any activity in their logs, IDS (Incident 
Detection System) or SEIM (Security Event Incident 
Management) system, or require them to provide 
periodic reports

 Monitor Internet usage
 Know that some incidents can happen over weeks, even 

months   

Preparation

Detection

Containment

Eradication

Recovery

Detection
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Incident detected!
 Activate your IR Team and IR Plan
 Communications Checkpoint - decide where/when/how 

much to communicate, both internally and externally
• (You will likely trigger only the internal 

communications plan at this stage)

Preparation

Detection

Containment

Eradication

Recovery

Detection
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Stop the damage
 Define in your plan the steps you would take to identify 

what system or device has been attacked or lost, what 
information is missing*, what systems need to be taken 
off-line, what passwords need to be changed

 Look for cause - determine as quickly as possible the 
source of the infection, method of accessing the system, 
how a device was lost or stolen, etc.

 Ensure copies of information, damaged computers or 
affected storage drives are retained for later analysis if 
they are being replaced

* Go to your backups to help determine data losses

Preparation

DetectionEradication

Recovery

Containment
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Eliminate the source of the problem
 Document how you will remove the threat, who will do 

it, to what length can you shut down systems and delete 
information safely, close off the systems and for how 
long

 For lost or stolen devices trigger remote destruction, 
making note of device GPS or IP location data if available

 Determine who decides on the “all clear and clean” to 
commence recovery

 Communications Checkpoint - decide where/when/how 
much to communicate, both internally and externally

Preparation

Detection

Containment

Eradication

Recovery

Eradication
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Getting back to work
 Document now how will you restore your information 

and bring systems back online once the threat has been 
neutralized

 If required, begin the notification process:
 Regulators, clients, suppliers, business partners, etc.

 Hold post-mortem meetings
 Upgrade your security posture or training
 Update your IRP

Preparation

Detection

Containment

Eradication

Recovery

Recovery
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Keep a detailed event log of all details. Required in Canada 
under PIPEDA for loss of PII (Personally Identifiable 
Information)

 Date, time, location of event
 Describe incident and its discovery
 Communications details (who, what, and when)
 Any relevant data from your security reporting 

software and event logs
 Remediation taken

Preparation

Detection

Containment

Eradication

Recovery

Recovery



Building an IRP

Recap
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 Understand and communicate to your team the 
importance of the IRP to your organization

 Research your risks, technology, location of data, and 
regulatory/professional requirements

 Identify key IR Team members, and especially outside 
resources – identify who is in charge

 Know what to say and when during an incident

 Keep detailed records of every event, reportable or not

 Keep it simple and accurate
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Data protection is a business issue, not just a compliance 
or IT issue. Think early, think strategically, and transform 
the challenge into a productivity, cost containment and 
business advantage.
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https://go.npcdataguard.com/incident-response-template-download

A link to the IRP template 
will also be provided after 
completing our survey 
following this webinar. 

https://go.npcdataguard.com/incident-response-template-download


Additional Resources
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NPC Security 
Alerts
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npcdataguard.com/alerts

NPC Security Alerts

https://www.npcdataguard.com/


Upcoming NPC
Webinars
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npcdataguard.com/webinars

June 28th

1pm ET (30-minutes)
NPC DataGuard Solutions Overview

July 18th

1pm ET (60-minutes)
10 Steps to Secure Your Business from 
Ransomware

July 20th

1pm ET (30-minutes)
NPC DataGuard Solutions Overview

August 16th

1pm ET (60-minutes)
Implementing and Managing the 
Secure Hybrid Workplace

August 18th

1pm ET (30-minutes)
NPC DataGuard Solutions Overview

https://www.npcdataguard.com/webinars


NPC Webinars
Recordings
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npcdataguard.com/webinars

Enhancing Password Security and the Power of MFA 

Work Securely from Anywhere with Microsoft 365

Increase Revenue and Lower Cost Through As-a-Service 
Technologies

Five-Step Checkup for Your Cyber Protection 

& more, and new topics will be added 

https://www.npcdataguard.com/webinars
https://go.npcdataguard.com/en-ca/webinar-enhancing-password-security-and-the-power-of-mfa
https://us02web.zoom.us/rec/play/4kzV7uWC0YrbD_go4de_iRnYgJoXihNJTu2Jtj5TnKqqrlrJKrs5ZLPOx2p9_3cq9o8jVahlt_TkFlKY.3olQ3xbqClfriJzJ?startTime=1644947526000
https://go.npcdataguard.com/en-ca/webinar-increase-revenue-lower-costs-with-as-a-service-technologies
https://go.npcdataguard.com/en-ca/webinar-five-step-checkup-for-your-cyber-protection


Larry Keating
lkeating@npcdataguard.com
905-305-6501

Darren Mar
dmar@npcdataguard.com
905-305-6513

Q&A

44

mailto:lkeating@npcdataguard.com
mailto:dmar@npcdataguard.com


Thank You
Please Be Safe & Stay Healthy
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