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Secure managed computers and 
Microsoft 365 for the professional 
and SMB office.

• NPC Secure Managed Computers

• Hardware, encryption, backup, system 
software, security, technical support, 
managed and monitored for you  

• NPC Managed Microsoft 365  

• SharePoint, Exchange Email, Teams, and a 
host of productivity tools

• Dedicated Account Manager  

• A custom and consultative approach 



Agenda

• The Importance of Routine 
Cybersecurity Checkups

• Five-Step Cybersecurity Checkup

• Maintaining Good Cyber Hygiene

• Q&A
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The Importance of Routine 
Cybersecurity Checkups



Attack Methods
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Threats are up 

300%
since the pandemic started

Source: FBI IC3 (Internet Crime Complaint Centre)

Remote desktop

>

>

IoT devices Supply Chain Attacks

Improperly Protected 
Networks

Email and web 
browsing



Ransom 
Payments 
Increase

9Source: Canadian Centre for Cyber Security: November 2020 Threats to Canadian 
Financial and Economic Health - Canadian Centre for Cyber Security 



Increase in 
Tactics to 
Coerce 
Payment
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Doxing:
• Steal and leak data if ransom to unlock not paid
• May cause violation of contract terms, non-disclosure 

agreements, privacy laws, securities laws, loss of 
intellectual property, or intellectual property protection

Shaming:
• If ransom still not paid, advise victim’s clients, suppliers, 

partners, etc., of the breach via victim’s social media 
and stolen email lists

Double-Encrypting:
• A second layer of encryption requiring a different key, 

or two or more segments of data have different keys



11Source: Compliance with IIROC’s Cybersecurity Incident Reporting Requirements | IIROC

https://www.iiroc.ca/news-and-publications/notices-and-guidance/compliance-iirocs-cybersecurity-incident-reporting-requirements-0


Cybersecurity Checkup
STEP 1: Passwords and MFA



Password and 
MFA Checkup
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 Review (or establish) your password and authentication 
policy
 Minimum password lengths
 Change requirements
 Requirements for 2FA or MFA
 Etc.

 Inventory what systems and devices require passwords, 
commenting on length and complexity requirements, 
risk factors of key systems
 Check on staff meeting those requirements
 Consider the use of password management tools, 

and SSO (Single-Sign On) solutions, fingerprint 
readers

Save this checklist for later.



Favour length over 
complexity.

Create a passphrase 
that is a memorable 
mental image for you.

Try to use on 
uncommon word.

Not as 
strong as 

Melis$a!

mELi$sA!

melissa skate f@ll up

melissa sk@te fall throng

This is just for the humans.



Passwords and 
Passphrases
Best Practices
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 Use passphrases, favour length over complexity
 Change your passwords regularly – every 90 - 120 days
 Never text or email a password with the login name
 Never use the same password twice, or in more than one  

place:
• Have I Been Pawned https://haveibeenpwned.com/

 Never use easy to guess security confirmation questions, 
especially if you have published that detail on social media

 Never confirm a password online through a link you are 
uncertain of, never give it up over the phone or in a text

 Never embed personal info in your browser
 Use fingerprint readers

• Allows longer passwords and passphrases, without the 
inconvenience of having to frequently type them

Save this checklist for later.

https://haveibeenpwned.com/


Writing 
Passwords 
Down
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Follow these practices:
 Be absolutely certain you store and manage a list securely 
 Do not write down the associated usernames or site/services 

they are for.  But know that for most of your logins it is your 
email address, and that is known

 Change them slightly in the list, but do not make the change 
uniform

Save this checklist for later.

Consider and investigate carefully online 
password managers.



Definition:
A method of allowing access to 
applications, websites, systems 
or devices, only after the user 
presents two or more pieces of 
authentication evidence.

or

* * * * * * Something you KNOW

Something you HAVE Something you ARE

+

=



Forms of Attack 
MFA Prevents

18

Stops “brute force attacks”, 
or account compromise 
from lost or stolen 
passwords/credentials, or 
poorly constructed primary 
authentication systems:

Phishing

Spear Phishing

Keyloggers

Credential 
Stuffing

Brute-Force 
Attacks

Reverse 
Brute-Force

Attacks

Man-in-the-Middle 
(MITM) Attacks



Cybersecurity Checkup
STEP 2: Computers and Systems Security



Protect Your 
Endpoint 
Devices
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 Ensure you have up-to-date and fully patched:

 Computer BIOS, operating system, Office suite

 System apps like Java and Adobe 

 Web browser 

 Anti-malware suite

 Enable encryption, and manage it carefully 

 Enable personal firewall on endpoint computers

 Change default passwords on all IoT devices

 Only do your work on a secured device

Save this checklist for later.



Protect Your 
Systems
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 Apply principles of least privilege for user access, lock 
admin accounts

 Employ adequate spam email filtering and content 
scanning, provided by your ISP, email service, or 
optionally on your firewall

 Ensure all your web connections are https

 Use a VPN if you are still accessing a private server or 
using public Wi-Fi

 Ensure you have a professional look at your remote 
desktop setup

Save this checklist for later.



Backup Your 
Files
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The ultimate failsafe against loss, theft, fire, mechanical 
failure, human error, viruses, Trojans, malware, etc.

Sometimes necessary for regulatory compliance.

 Make sure your backup will restore

 Do not keep your backup in the same place as the 
computer(s) you are backing up

 Ensure you have a backup multiple versions deep, and it 
connects to your computers only when backing up

 Distinguish between file sharing, primary storage vs. 
backup

Save this checklist for later.



Secure Your
Wi-Fi
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 Ensure that your home Wi-Fi:
 Has a strong, long password that has been changed 

from the default
 WPA2 level security is enabled
 Disable UPnP - Universals Plug and Play
 Disable WPS – Wi-Fi Protected Set-Up
 Ensure your home router is patched and up-to-date
 The router’s firewall, if present, is enabled
 Has an obscure SSID, or disable SSID broadcast

 Change default passwords on all IoT devices

Save this checklist for later.



Secure Work 
From Home 
Checklist
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 Browsing:
 Decline data sharing, restrict cookies

• A more "personalized" browsing experience is a 
poor trade-off for your identity

 Resist saving credit card information and auto-fill 
information in your browser

 Don’t play, casually browse, or shop on your work 
computer

 Ensure your smartphone is secured, consider an anti-
malware app for it

 Don’t forget about physical workspace security:

 A separate, low-traffic area 

 Ensure home bandwidth is adequate
Save this checklist for later.
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 Have clear policies in place for computer use, 
passwords, information handling, etc.

 Don’t click what you don’t know:

 Links or attachments in unexpected emails

 Websites you are uncertain of

 Observe error and warning messages from your 
computer

 Observe email addresses  

 Establish email source and address verification process

Save this checklist for later.

Train Your Staff



Protect Your 
Company
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 Conduct a risk assessment, preferably using a security 
professional

 Acquire a specific cyber package, in addition to your E&O 
or general liability package 

Save this checklist for later.



Cybersecurity Checkup
STEP 3: Policies and Plans



Review your 
Computing and 
Information 
Security Policies 
and Plans

28

 Check to ensure you have appropriate cyber protection 
and information security policies and plans in place

 Check to ensure the plans you have are up to date

 Ensure staff are revisiting the plans at least biennially 

 Keep plans and policies as simple as they can be, but 
meet  effectiveness requirements

Save this checklist for later.
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1. Incident Response Plan (IRP) 

2. Business Continuity Plan (BCP)

3. Information Security Plan

4. Asset Management Plan

5. Vendor Risk Assessment 

1. Privacy Policy

2. Computer, Mobile, and USB Device Policy

3. Password  Policy

4. Data Encryption and Backup

5. Email Use / Social Engineering Awareness

Risk Management Program

PoliciesPlans



Cybersecurity Checkup
STEP 4: Incident Response Plan
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The plan I would do first if I had no other plan or policy in place:

 What are your particular risks, what type of 
incident would have the most impact 

 Have an Incident Response Team 
organized and at the ready

 Ensure a lawyer, your insurance agency, 
and your compliance professional are part 
of the team, and are immediately 
contacted in the plan

 Map out how you will communicate within 
the team

 Know your regulator or professional 
association reporting requirements and 
timelines

 If you do business internationally or extra-
provincially, know your responsibilities in 
those territories

 Map out how you will mitigate damage, 
quell the attack

 Ensure you are using professional 
technical services immediately to minimize 
damage, preserve evidence

 Perform a post-mortem, and extensive 
post-event technical testing

 Test and revisit the plan at least annually



What’s an 
Incident? Any event that causes the loss or theft of data, breach of 

your systems, attack on your operations, attack on your 
clients –it could be both an internal or external attack:

• Ransomware

• Business Email Compromise (BEC)

• Loss of login credentials, unauthorized access to systems

• Loss of a device – laptop, desktop, smartphone, USB 
storage device

• Physical break-in or insider theft of paper records

32



What Your Plan 
Will Look Like Keep it simple

• Your plan may be two pages, or twenty: 

• For professionals handling sensitive data, even a 
company of one needs a plan

• Make it commensurate with the size and 
complexity of your operation

• You share it with key team members, internal and 
external, and will access it to lead you in an 
emergency

• It is better to have some kind of a plan, than no plan 
at all (…this from a hardcore perfectionist )

33



https://go.npcdataguard.com/incident-response-template-download

https://go.npcdataguard.com/incident-response-template-download


Cybersecurity Checkup
STEP 5: As-a-Service and Cloud Technologies



Review your use 
and adoption of 
“as-a-service” and 
cloud computing 
technologies  
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 Check to ensure you have identified any use of online 
services in your company, and they are within policy and 
regulatory standards

 Review the security level, policies and contract terms of 
any third-party provider

 Identify opportunities to replace traditional “break/fix” 
technology supply models

 Review business processes, methods and tools 
frequently with your team to identify simplification 
advantages, given new technology developments and as-
a-service capabilities

Save this checklist for later.



Secure Cloud
File storage/

application hosting

Secure
Router

Secure Printer, 
Copier, Scanner

Secure Endpoint 
Devices

37Copyright © 2008-2022 NPC DataGuard.
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• As-a-service models remove the cost of custom-building common 
application, network, server, security, and services needs

• Specialization by the provider allows more features for less cost, 
improved performance, security, and reliability

• Allows for more economical “scaling up” or “scaling down”

It is difficult to compete with the security, speed, 
reliability and economics of specialization



39Source: Betakit, March 25, 2021

• Microsoft employs nearly 4,000 
professionals in Canada,
more than 100,000 in the U.S.

• Data centres adhere to ISO 27001, ISO 
27018, SSAE 16 SOC1 Type II audit and 
controls standards

• The data centres are built from the ground 
up for external and internal security

• Massive internal analysis systems 
employing AI and using advanced signals 
intelligence protect your data

• Advanced content control and multi-engine 
malware scanning

https://betakit.com/microsoft-expanding-canadian-presence-with-cloud-hub-data-centre-500-hires-in-vancouver/


Five-step Cyber 
Protection 
Checkup Recap
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Review:
1. Passwords and Multi-Factor Authentication

2. Computers and Systems Security

3. Policies and Plans

4. Incident Response Plan

5. As-a-Service and Cloud Technologies



Additional Resources



NPC Security 
Alerts
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npcdataguard.com/alerts

NPC Security Alerts

https://www.npcdataguard.com/
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Upcoming NPC
Webinars
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npcdataguard.com/webinars

April 21st

1pm ET (30-minute)

NPC DataGuard Solutions Overview

May 10th

1pm ET (60-minute)
Protecting Your Identity Online

May 12th

11:00 MT (60-minute)
Advocis Calgary
A Preventive Strategy to Protect From 
Ransomware Attacks

https://www.npcdataguard.com/webinars


NPC Webinars
Recordings
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npcdataguard.com/webinars

Enhancing Password Security and the Power of MFA 

Building an Incident Response Plan for the SMB

Increase Revenue and Lower Cost Through As-a-Service 
Technologies

Business Email Compromise Attacks and How to Prevent Them

+ 12 more, and new topics will be added 

https://www.npcdataguard.com/webinars
https://us02web.zoom.us/rec/play/EsimYAZE7D67BVG1GRKPZpSLVK1s7Bx9ZSnrs8tRgeNHiYbAo9vr2YZUkv5A10yXX23nR_HhWcVIHV6b.r3vI8McX8Dy9wQru?startTime=1642528358000
https://us02web.zoom.us/rec/play/1bIjkG-7cJ69zkPjxN6no3V1FQWZoZ9bdrIt3KpR-suF59Vm7aoeskDXRG482CiQmcfKyvf30Q05I_Uy.mQXc_i_6SJBVhgKP?startTime=1589302283000&_x_zm_rtaid=0uRrDtxgRISuj54RSGwVnQ.1644367086780.8b86b0bd71b748a0418d5e6de50379a5&_x_zm_rhtaid=980
https://go.npcdataguard.com/en-ca/webinar-increase-revenue-lower-costs-with-as-a-service-technologies
https://us02web.zoom.us/rec/share/eapjD25YR8YNaZnsOvJH0B0Li144sXw7e0cRN8A7D49kFQTMZ_CoFDciCvrVgCp0.8YygQR970vavtVe0?startTime=1621357022000


Larry Keating
lkeating@npcdataguard.com
905-305-6501

Darren Mar
dmar@npcdataguard.com
905-305-6513

Q&A
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mailto:lkeating@npcdataguard.com
mailto:dmar@npcdataguard.com


Thank You
Please Be Safe & Stay Healthy
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