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Agenda

• Most Common Cyber Threats for SMBs

• What to Do

• Q&A
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What’s the Issue?



Overview
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• Attacks and their impacts are increasing with little end in sight

• Smaller businesses are the target, and are more severely 
impacted 

• Damage is increased due to a lack of investment in 
preventative measures and technology, and poor incident 
preparation



Ransomware 
Attacks

Phishing
Compromised 

Accounts
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Definitions
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Ransomware
Malicious software that encrypts your data until a ransom is 
paid to cyber criminals. Otherwise, it may be kept locked or 
published online.

Phishing Attack
A wide range of techniques used to try and trick you to visit, 
click, download, or share something in an email that you 
should not.

Compromised Accounts / Credentials
When a threat actor gains access to an account (usually by 
obtaining your username and password) to perform actions or 
transfer funds on your behalf.



Increase in 
Tactics to Coerce 
Payment

- Ransomware -
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Doxing:
• Publish stolen data if ransom to unlock not paid

• May cause violation of contract terms, non-disclosure 
agreements, privacy laws, securities laws, loss of 
intellectual property, or intellectual property protection

Shaming:
• If ransom still not paid, advise victim’s clients, suppliers, 

partners, etc., of the breach via victim’s social media and 
stolen email lists

Double-Encrypting:
• A second layer of encryption requiring a different key, or two 

or more segments of data have different keys



Increase in Tactics 
to Fool You

- Look-a-like 
Domains -
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• This “a” character replaced with a “Cyrillic” 
character  

• Site then re-directs to the bad guys, or is 
used to create a spoof email that looks like 
the email comes from a legitimate email 
account

Source:  NPC Files
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You!

Fake Site

Legitimate Site

Phishing Email
Source: NPC Files.
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Check the Security Cert of the Site

Review the URL

Source: RBC
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So, what is this 
all leading to…
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• Regulators establishing minimum defense requirements, 
incident reporting, penalties

• Partners, suppliers, clients demanding increased vigilance   

• Insurers denying coverage, increasing premiums, and 
rejecting claims

• Civil exposure  

Dramatically increased threat to every business



What to Do?
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The Three 
Pillars of Risk 
Governance

Policy

Training

Technology 



Policies and Plans
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1. Incident Response Plan (IRP) 

2. Business Continuity Plan (BCP)

3. Information Security Plan

4. Asset Management Plan

5. Vendor Risk Assessment 

1. Privacy Policy

2. Computer, Mobile, and USB Device Policy

3. Password  Policy

4. Data Encryption and Backup

5. Email Use / Social Engineering Awareness

Risk Management Program

PoliciesPlans
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The plan I would do first if I had no other plan or policy in place:

 What are your particular risks, what type of 
incident would have the most impact 

 Have an Incident Response Team 
organized and at the ready

 Ensure a lawyer, your insurance agency, 
and your compliance professional are part 
of the team, and are immediately 
contacted in the plan

 Map out how you will communicate within 
the team

 Know your regulator or professional 
association reporting requirements and 
timelines

 If you do business internationally or extra-
provincially, know your responsibilities in 
those territories

 Map out how you will mitigate damage, 
quell the attack

 Ensure you are using professional 
technical services immediately to minimize 
damage, preserve evidence

 Perform a post-mortem, and extensive 
post-event technical testing

 Test and revisit the plan at least annually



https://go.npcdataguard.com/incident-response-template-download

https://go.npcdataguard.com/incident-response-template-download


Review your 
Computing and 
Information 
Security Policies 
and Plans
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 Check to ensure you have appropriate cyber protection and 
information security policies and plans in place

 Check to ensure the plans you have are up to date

 Ensure staff are revisiting the plans at least bi-annually 

 Keep plans and policies as simple as they can be, but meet  
effectiveness requirements



Training



Train, Train, Train
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 Communicate your policies for computer use, passwords, 
information handling, etc.

 Teach users how to recognize suspicious communications 
 Teach don’t click what you don’t know, open nothing that is 

unexpected:
 Links or attachments in unexpected emails
 Websites you are uncertain of

 Observe computer error and warning messages
 Observe email addresses  
 Establish email source and address verification process

Make it OK to halt the business process to check
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Suspect Email Address

Inserted Salutation 

Suspect URL Destination

No Links 

Typographical Errors 

Source:  NPC Files
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Train for 
Identity 
Protection
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• According to CrowdStrike, 80% of all breaches use 
compromised identities

• For small business professionals, personal and business 
identities are closely intertwined

• Many small business professionals are owner, officer, director 
and key executive, with personal guarantees, or even personal 
accounts, to run the business



Definition:
A method of allowing access 
to applications, websites, 
systems or devices, only 
after the user presents two 
or more pieces of 
authentication evidence.

or

* * * * * * Something you KNOW

Something you HAVE Something you ARE

+

=



Technology



Source:  NPC Files



Secure Cloud
File Storage/

Application Hosting

Secure
Router

Secure Printer, 
Copier, Scanner

Secure Endpoint 
Devices
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Frees up:
• Time 
• Resources
• Capital 

Increases revenue:

• New services  

• Performance 
improvement of core 
offering

Improves operational 
performance:

• User experience
• Minimizes down time
• More technology 

capability for less cost 

It is difficult to compete with the security, speed, 
reliability and economics of specialization



36Source: Betakit, March 25, 2021

• Microsoft employs nearly 4,000 
professionals in Canada,
more than 100,000 in the U.S.

• Data centres adhere to ISO 27001, ISO 
27018, SSAE 16 SOC1 Type II audit and 
controls standards

• The data centres are built from the ground 
up for external and internal security

• Massive internal analysis systems 
employing AI and using advanced signals 
intelligence protect your data

• Advanced content control and multi-engine 
malware scanning

https://betakit.com/microsoft-expanding-canadian-presence-with-cloud-hub-data-centre-500-hires-in-vancouver/


Source:  NPC Files



Review your use 
and adoption of 
“as-a-service” and 
cloud computing 
technologies  

38

 Check to ensure you have identified any use of online services 
in your company, and they are within policy and regulatory 
standards

 Review the security level, policies and contract terms of any 
third-party provider

 Identify opportunities to replace traditional “break/fix” 
technology supply models

 Review business processes, methods and tools frequently with 
your team to identify simplification advantages, given new 
technology developments and as-a-service capabilities



Recap

Attacks are becoming 
increasingly complex, 
effective, and costly.
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• Develop a plan to improve your protection strategy 

• Consider the Three Pillars of Risk Governance:  

• Policy, Training, Technology

• Embrace a small footprint, secure-cloud strategy

• Secure your systems and endpoint devices

• Use Technology-as-a-Service to lower cost, improve performance 
and increase security

Brand and financial damage from an attack 
can be considerable, even for a one-person operation

Prepare now



Bonus Steps
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 Employ adequate spam email filtering and content scanning, 
provided by your ISP, email service, or optionally on your firewall

 Conduct a risk assessment of your hybrid environment, 
preferably using a security professional

 Acquire a specific cyber package, in addition to your E&O or 
general liability package, that takes into account your new 
operating model 



Additional Resources
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Secure managed computers and 
Microsoft 365 for the professional 
and SMB office  

• NPC Secure Managed Computers

• Hardware, encryption, backup, system 
software, security, technical support, 
managed and monitored for you  

• NPC Managed Microsoft 365  

• SharePoint, Exchange Email, Teams, and a 
host of productivity tools

• Cyber Assessments and Pen Testing

• Dedicated Account Manager  

• A custom and consultative approach 



Upcoming NPC
Webinars

43

npcdataguard.com/webinars

November 17th

1:00 PM ET (30 mins)
NPC DataGuard Solutions Overview

December 13th

1:00 PM ET (60 mins)
Protecting Your Identity Online
(and Why It’s Important to Your Business)

December 15th

1:00 PM ET (30 mins)
NPC DataGuard Solutions Overview

https://www.npcdataguard.com/webinars


NPC Webinars
Recordings
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npcdataguard.com/webinars

Enhancing Password Security and the Power of MFA 

Building an Incident Response Plan for the SMB

Implementing and Managing the Secure Hybrid Workplace

10 Steps to Secure Your Business from Ransomware

& more, and new topics will be added 

https://www.npcdataguard.com/webinars
https://go.npcdataguard.com/en-ca/webinar-enhancing-password-security-and-the-power-of-mfa
https://go.npcdataguard.com/en-ca/building-an-irp-for-the-smb
https://go.npcdataguard.com/en-ca/implementing-and-managing-the-secure-hybrid-workplace
https://go.npcdataguard.com/en-ca/10-steps-to-secure-your-business-from-ransomware


NPC Security 
Alerts
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npcdataguard.com/alerts

NPC Security Alerts

https://www.npcdataguard.com/


Darren Mar
dmar@npcdataguard.com
905-305-6513

Q&A
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Larry Keating
lkeating@npcdataguard.com
905-305-6501

mailto:dmar@npcdataguard.com
mailto:lkeating@npcdataguard.com


Thank You
Please Be Safe & Stay Healthy
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