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Secure managed computers and 
Microsoft 365 for the professional 
and SMB office.

• NPC Secure Managed Computers

• Hardware, encryption, backup, system 
software, security, technical support, 
managed and monitored for you  

• NPC Managed Microsoft 365  

• SharePoint, Exchange Email, Teams, and 
a host of productivity tools

• Dedicated Account Manager  

• A custom and consultative approach 



Agenda

• What’s the Issue?

• Attack Methods

• What to Do

• Q&A
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What’s the Issue?



BEC (Business Email Compromise) / EAC (Email Account Compromise) are the most 
productive form of cyberattack for threat actors, causing losses to persons and 

companies of all sizes — 17x greater than ransomware.

Attacks are 
increasing

in effectiveness

Higher costs and 
business impacts

All business 
sizes are a target

Source: FBI IC3 (Internet Crime Complaint Centre)

https://www.ic3.gov/media/2019/190910.aspx
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• A type of email scam combining a 
malware phishing attack and “social 
engineering” that includes analysis of 
the target company and individuals’ 
publicly available information.

• The victim’s email account and/or 
computer is compromised.

• The criminal then impersonates the 
victim or uses their email account to 
execute fraudulent financial 
transactions.
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Stage 1:  Penetration
Delivers Virus

Hacker

Hacker targets victim and sends 
malware via email, phishes login, 
infected websites, etc.

Victim

Conducts Business 
as usual

Hacker

Monitors and Collects Intel
Hacker accesses email 
communication to 
collect information on 
work activities, payment 
schedules, bank 
accounts, etc.

Victim

Company’s Website

Social Media

Emails

Stage 2:  Intelligence Gathering

Steals Login
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Stage 3: Attack

Hacker

Opportunistic event occurs:
- Change of personnel or

management
- Change of process
- Executive is travelling

Victim

Business Associates, Suppliers, and Vendors

Fake Invoice

Fraudulent Transfer Payment Redirect  

Supplier Side Redirect

Impersonate Victim Sending Spoof Emails or Logging into Systems with Stolen Credentials
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• Malware: malicious software that provide access or control of a system 
or information, delivered via email or web page

• Spoofing: faking an email address or creating a similar one that is so 
close it is not recognized as fraudulent

• Spearfishing: focused attacks on an individual, with compelling 
positioning or information to gain trust prompting target to reveal 
information or click

• Honourable mention:
• Social media spoofing, texting, fake websites 



13Source: NPC Files.
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16Source:  NPC Files

Real

Real

Fake



BEC Evolution
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• BEC scams are going undetected longer for 
greater takes

• Attacks can include live threat actor impostors 
who will phone for verbal confirmations and 
payment intimidation

• Increased “social engineering” – using 
information found on the web, both corporate 
and personal, to aid the attack

• Most frequently enabled by an initial malware 
attack



What to Do?



What to Do?
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Create a Culture of Awareness, Technology and 
Security Leadership, and Proactive Measures



What to Do?
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Step 1.

Train You and Your Team



Educate 
Management 
and Staff
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 Train from the top down

 Don’t click what you don’t know:

 Links or attachments in unexpected emails

 Websites you are uncertain of

 Unsolicited texts

 Observe error and warning messages from your computer

 Observe email addresses and content carefully

 Be careful responding to account recovery or requests to 
change/increase the security of your accounts



BEC Defense 
Training Tips
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Watch for:

 Senior executives, partners, staff with financial authority, 
HR, etc., asking for unusual information, more detail 
than usual  

 A request not to discuss with others, or suddenly, and it 
is not the norm, a project is top-secret 

 Anything that bypasses normal channels or processes

 A rush requirement  



BEC Defense 
Training Tips
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Watch for:

 Supplier or client change of bank account, email 
address, or daily contact

 Better than usual, or different, grammar or layout, 
unusual data formats

 “Reply To” address does not match the norm or sender



BEC Defense 
Training Tips
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 Establish email source and address verification processes

 Establish person to person authentication policies

 Confirm payment pattern change requests with verifiable 
contacts

 Do not provide personal information when answering an 
email, unsolicited phone call, text message or instant 
message, even payroll change requests and confirmations



What to Do?
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Step 2.

Keep the Bad Guys Out of Your Systems, 
Especially Email



Look-a-like 
Domains 
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• This “a” character replaced with a 
“Cyrillic” character  

• Site then re-directs to the bad guys, or is 
used to create a spoof email that looks 
like the email comes from a legitimate 
email account

Source:  NPC Files



Source:  NPC Files



Source:  NPC Files



Source:  NPC Files



Secure Cloud
File storage/

application hosting

Secure
Router

Secure Printer, 
Copier, Scanner

Secure Endpoint 
Devices

30Copyright © 2008-2022 NPC DataGuard.

Checklists
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User Owned
Break/Fix

Data

Applications

Support

Security Monitoring

Computers

Servers

Storage

Networking

SaaS 
(Software)

Data

Applications

Support

Security Monitoring

Computers

Servers

Storage

Networking

MSP
(Managed 

Service 
Provider) 

Data

Applications

Support

Security Monitoring

Computers

Servers

Storage

Networking

TaaS
(Technology-
as-a-Service)

Data

Applications

Support

Security Monitoring

Computers

Servers

Storage

Networking

You Manage Managed for You
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• As-a-service models remove the cost of custom-building common 
application, network, server, security, and services needs

• Specialization by the provider allows more features for less cost, 
improved performance, security, and reliability

• Allows for more economical “scaling up” or “scaling down”

It is difficult to compete with the security, speed, 
reliability and economics of specialization



• Professional-grade email system for your team’s 
improved performance and security

• Both in-the-cloud and integrated device access 
for mobility and organization 

• In-Canada or U.S. data sovereignty to meet your 
compliance requirements 

• Seamlessly integrated with Teams, SharePoint, 
OneDrive and your calendar

• Integrated advanced capabilities such as DLP and 
Email Archiving 
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Multi-factor Authentication with 
phone call, text, or app as second 
factor

Location-Based Authentication

Advanced Threat Protection:
• Increased SPAM and threat 

filtering through AI 
• Safe Attachments 
• Safe Link Protection

Administrator account control, 
including user access and 
password policy management

Email:
• Auto-forwarding control
• Message encryption 
• Advanced anti-phishing 

capability
• Blocks specific file extensions 

known to distribute malware
• Data Loss Prevention and 

Exchange Email Online 
Archiving 



• Replaces your file server, USB drives, or email 
file sharing

• Mobile access everywhere

• Powerful collaboration and integrated tools 
and apps 

• Generate links for secure file sharing, or grant 
controlled access

• Data sovereign 



• Everything brought together, unified 
communications

• Chat, video, calls, conference calls, screen 
sharing, set appointments, mark events, 
share files, create groups, call recording, 
guest access



Recap
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• Become cyber-threat aware; educate yourself and your 
team on BEC threats that can harm your business, and 
what to do about them

• Don’t click what you don’t know, treat everything you are 
not familiar with as suspicious

• Develop confirmation methods for transactions, do not 
rely on email

• Secure your computers and systems, invest in up-to-date 
technologies 

• Eliminate sending transactions through email using 
secure file sharing



Additional Resources



Upcoming NPC
Webinars
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npcdataguard.com/webinars

October 27th

1:00 PM ET (30 mins)
NPC DataGuard Solutions Overview

November 15th
1:00 PM ET (60 mins)

How to Prepare for the Most Common 
Cyber Threats Facing SMBs

November 17th

1:00 PM ET (30 mins)
NPC DataGuard Solutions Overview

December 13th

1:00 PM ET (60 mins)
Protecting Your Identity Online

December 15th

1:00 PM ET (30 mins)
NPC DataGuard Solutions Overview

https://www.npcdataguard.com/webinars


NPC Webinars
Recordings
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npcdataguard.com/webinars

Enhancing Password Security and the Power of MFA 

Building an Incident Response Plan for the SMB

Implementing and Managing the Secure Hybrid Workplace

10 Steps to Secure Your Business from Ransomware

& more, and new topics will be added 

https://www.npcdataguard.com/webinars
https://go.npcdataguard.com/en-ca/webinar-enhancing-password-security-and-the-power-of-mfa
https://go.npcdataguard.com/en-ca/building-an-irp-for-the-smb
https://go.npcdataguard.com/en-ca/implementing-and-managing-the-secure-hybrid-workplace
https://go.npcdataguard.com/en-ca/10-steps-to-secure-your-business-from-ransomware


NPC Security 
Alerts
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npcdataguard.com/alerts

NPC Security Alerts

https://www.npcdataguard.com/


Larry Keating
lkeating@npcdataguard.com
905-305-6501

Darren Mar
dmar@npcdataguard.com
905-305-6513

Q&A
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mailto:lkeating@npcdataguard.com
mailto:dmar@npcdataguard.com


Thank You
Please Be Safe & Stay Healthy
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Protect 
Endpoint 
Devices
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 Ensure you have up-to-date and fully patched:
 Computer BIOS, operating system, office suite
 System apps like Java and Adobe 
 Web browser 
 Anti-malware suite

 Encrypt your files, consider using file-by-file encryption

 Enable personal firewall on endpoint computers

 Only do your work on a secured device

 Change default passwords on all IoT devices

 Secure your WFH environment
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 Use strong, unique passwords, change occasionally on computers and systems

 Apply principles of least privilege for user access, lock admin accounts

 Prohibit automatic forwarding of email to external addresses

 Add an email banner to messages coming from outside your organization

 Employ adequate spam email filtering and content scanning, provided by your ISP, email 
service, or optionally on your firewall

 Know who and what is connecting to your network; guests, employee devices, etc.

 Conduct a risk assessment, preferably using a security professional

 Ensure you have adequate cyber insurance, and your WFH is covered



46Source:  Krebs on Security



Calendar 
Defense
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• Delete the invitation email without opening it — hover 
over it, right click, delete

• Do not click on the calendar appointment, any links, or 
attachments.  This includes not clicking “Decline”

• Consider changing your calendar options to restrict 
what your email client will automatically place or show 
in your calendar



Definition:
A method of allowing 
access to applications, 
websites, systems or 
devices, only after the user 
presents two or more 
pieces of authentication 
evidence.

or

* * * * * * Something you know

Something you have Something you are

+

=

Back
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