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Current Threats

Agenda




SMB Cyber Defense Assets

Risk » Scale to size and type of company
Management « Keep it simple, it will grow
Program

Staff Training
and
Awareness

 Leadership awareness
and reinforcement is key

Technology
Investment

* Planning, implementation,
deployment, security testing

NPC



Spoof Email

Notification
. ) Repl %) Reply All F d
BMO Harris <info@greenpia-yame.com= O Reply | € Reply —? Forws W
To Wed 2022-01-19 5:34 PM

‘ [EXTERNAL - Use caution when opening attachments or links.] ‘

BMO 2 Bank of Montreal

Dear Customer,

Your password has been disabled due to multiple use of incorrect login details. For
your security, we have disabled your Online banking.

To restore your account and continue the use of online banking and stop further
disabling of your bank account.

Click here to restore and protect your accounts online.

If you have any questions, we are available 24 hours a day, 7 days a week ,
Please do not reply to this email.

Sincerely,

You will find a confirmation of this message in your Messages & Alerts inbox.

Bank of Montreal Online Customer Service

NPC



Attack Methods

Threats are up

300%

since the pandemic started

Source: FBI IC3 (Internet Crime Complaint Centre)

Email and web Remote desktop
browsing m

Improperly Protected Networks

e -

loT devices Supply Chain Attacks

B
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Small business is the target...

Forbes

PERSONAL FINANCE

Small Businesses Bearing Brunt

Of Ransomware Attacks, Senate
Told “tech.co

Ted Knutson Contributor ® News Reviews & Advice ~v Business Tech v Online Security v
I cover financial regulatory issue, cybersecurity, fintech & bitcoin.

Home > News >

BEBUS'NESS 82% of Ransomware Attacks Target Small Businesses,

THELSTS © = INDUSTRIES @  PEOPLE ~ YOURBUSINESS = CAREERS = LIFESTYLE  PODCASTS = PROMOTED CONTENT | SUBSCRIBE Report Reveals

[ TECH & SOBGE
Whilst Ransomware remains a threat to businesses of all sizes, companies with less than 1,000

FIVB RBHSUHS Why Sma” BUSIHBSSBS ATB at |nGI'BaSBd employees are most at risk.
Risk of Ransomware Attacks

ﬂ Aaron Drapkin | February 7th 2022 - 1:10 pm

BCBusiness + Uniserve

NPC

Sources: Forbes Magazine July 27,2021, Tech.co, February 7, 2022, BC Business, July 2022


https://www.forbes.com/sites/tedknutson/2021/07/27/small-businesses-bearing-brunt-of-ransomware-attacks-senate-told/?sh=796b73a09556
https://tech.co/news/82-of-ransomware-attacks-target-small-businesses-report-reveals
https://www.bcbusiness.ca/Five-Reasons-Why-Small-Businesses-Are-at-Increased-Risk-of-Ransomware-Attacks
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Office of the Future

Secure Cloud
File storage/
application hosting

Secure Endpoint ¥
Devices

Copyright © 2008-2022 NPC DataGuard.

Secure
Router

3

Secure Printer,
Copier, Scanner

NPC
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IT Delivery Models

MSP
User Owned Saa$ (Managed Taas
Break/Fix (Software) Service (Technolqu-
Provider) as-a-Service)

Data Data Data Data

Applications Applications Applications Applications

Support Support Support Support

Managed for You

Security Monitoring Security Monitoring Security Monitoring Security Monitoring

Computers Computers Computers Computers

Servers Servers Servers Servers

Storage Storage Storage Storage

Networking Networking Networking Networking

NPC



What's the Benefit?

 As-a-service models remove the cost of custom-building common
application, network, server, security, and services needs

 Specialization by the provider allows more features for less cost,
improved performance, security, and reliability

 Allows for more economical “scaling up” or “scaling down”

It is difficult to compete with the security, speed,
reliability and economics of specialization

NPC
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Microsoft Security

" " 00

1
SOvDecoseonss



Microsoft 365 Business Premium Security...

Multi-factor Authentication with 5 =:  Administrator account control,
phone call, text, or app as second [ ewl including user access and
factor password policy management

m Location-Based Authentication

Email:
@ * Auto-forwarding control
}A‘ Message encryption

« Advanced anti-phishing

Advanced Threat Protection:;

— ) capability
}4 Lﬂggfiisgefhfgé; ‘Zr?d threat  Blocks specific file extensions

known to distribute malware

« Data Loss Prevention and
Exchange Email Online
Archiving

« Safe Attachments
« Safe Link Protection

Source: NPC Files Npc 15



Multi-Factor
Authentication

Definition:

A method of allowing
access to applications,
websites, systems or
devices, only after the user
presents two or more
pieces of authentication
evidence.

*x % x % x | Something you know




Forms of
Attacks
Prevented

Stops “brute force attacks”,
or account compromise
from lost or stolen
passwords/credentials, or
poorly constructed primary
authentication systems:

Phishing

Man-in-the-Middle
(MITM) Attacks

Spear Phishing Credential

Keyloggers

Brute-Force Brute-Force

Attacks

Stuffing

Reverse

Attacks

NPC
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MFA Benefits

“Your account is more than 99.9% less

likely to be compromised if you use MFA" * Microsoft reports that
20+ million accounts are

probed daily in
Microsoft ID systems for
Credential Stuffing

Alex Weinert, Group Program Manager for Identity Security
and Protection at Microsoft

August 27, 2019

Source: Microsoft: Using multi-factor authentication blocks 99.9% of account hacks | ZDNetF



https://www.zdnet.com/article/microsoft-using-multi-factor-authentication-blocks-99-9-of-account-hacks/

Microsoft 365 Overview
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Business
Integration of
365 for the SMB

A suite of mobile, desktop
and cloud-based Teams
productivity tools on a Chat, Meetings,
unified communication and Apps, Calls
collaboration platform

Exchange
Email Management

SharePoint

Intranet, Shared Docs

NPC



Securely Connect to Your Data with SharePoint

« Replaces your file server, USB drives, or email
file sharing

« Mobile access everywhere

« Powerful collaboration and integrated tools
and apps

« Generate links for secure file sharing, or grant
controlled access

« Data sovereign

Marketing

@ Open v & Share @ Copylink  Download > Editpin ~ [§ Moveto [} Copyto (7 Rename
Documents 1 Arrange
()
@ @
MkthV ur Audience.docx \t t IMkthmpgd

ACC-1000 Product Sp... ACC1000P d ct Sp... B d gEI melp Brandi gEI metpg C mpt Syt ems In...

edited by Bill Baer d by Bill Bae d by il edited by Bill B

Ct Phg Ct Phg CtPhg CCI(\Mkt DG1000PdtOv..
Bill B by B

Eﬂ



Using SharePoint: Sites

SharePoint
/O Search in SharePoint —+ Create news post
Sites
Frequent Following Recent Suggested
NPC Team Site NPC Sales/Marketing
Group Group
Group Group

You viewed Office 365 Basics You viewed 2020 EVENTS &
«me Mar 24 2020 2 hours ago SHOWS PLAMNER 18 minutes
Gee Desai modified NPC Config e
She...2020-02-18 3 hours ago | . @ Larry Keating madified PPI .
-

@ You viewed NPC Ransomware o ‘IIJ:?EETZDQ.S 103119 on
2...0 2020 - Final on 3/20/2020
. 2 Security Alert - Johns Hopkins |
4 COVID-19 Map is popular

NPC



Using SharePoint Documents Seamlessly

SharePoint

£ Search
Home
MNotebook

I Documents

Pages

Tech Resources

Site contents

Recycle bin

Edit

NPC Team Site

& Share @ C

£ Quick edit

4+ New ~ T Upload ~

Documents > Marketing > NPC Webinars >

|___h| Namea

2020 - NPC DataGuard Solutions Overview
2020 03 10 - Ransomware 2.0

_n.l
2020 03 24 - Office 365 Basics for Secure W...
2020 04 21 - Security Policies and Plans

@] Office 365 Basics for Secure Work From Ho...

E ER

MNPC Safe Computing W

Vebinars

Home Share View
» U Yoewt x : 1 ) New item = |ﬂ i) Open
vie| Copy path o2 -"'| Easy access = Edit
Pinto Quick Copy Paste Move Copy Delete Remame Hew Properties i
access [#] Paste shortcut g to - tolder - £ History
Clipboard Organize Hew Open
- L » NPC » NPC Team Site - Documents » Marketing » MPC Webinars » MNPC Safe Computing Webinars

» 3 Quick access

v [ NPC
» g NPC Team Site - Documents

> [ This PC

» g MNetwork

3 items

MName

& 2020 - NPC DataGuard Solutions Chverview

&/ 202003 10 - Ransomware 2.0

@ 202003 24 - Office 365 Basics for Secure Work From Home

& 202004 21 - Secunty Policies and Plans

B4 Office 365 Basics for Secure Work From Home Mar 24 2020.ppt
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Using SharePoint: Secure Share

28674989 is your Microsof

S OneDrive
verification code. 33!  OneDrive
Request Verificatiq  August 17,2020 507 p.m.
o Enter Verification| = 1 New ™ - F sty =v O
no-reply@sharepointonline.com
You've received a secure link to: .
Files > ITI Test Folder
OneDrive You've received a secure link to:
ITI Test Folder
D Name
. . | sond Hello, ITI Test Folder
To veri our identity, we'll sen or security purposes, you must enter the code below! N
at deng):)ﬁlet@rogeri com i‘l TestdFo‘I{_iEr."lPhe coiy_e will ontlywtorl:?oﬂsdm'i:nl.lnes @ ITl Test Word dOC.dOCX
. . IS code will stop working.

— To open this link, enter the code
Account verification code: .
28674989 emailed to dengoulet@rogers.coy

Send Code

Having problems with the code?
View the error and make sure that the email identifier

an updated email or try requesting a new code. 28674989

By clicking Send Code you allow NPC
address in accordance with their priv|
NPC has not provided links to their te R T—

review.

© 2017 Microsoft Privacy ¢

D Keep me signed in
B® Microso

© 2017 Microsoft Privacy &

NPC



Using
SharePoint:
Setup Pointers

Know specific levels of access by user, what configuration
settings you require

Ensure the source data is malware and corruption free
SharePoint is not a backup

Very long files names (name and path exceeds 400 characters)
will not migrate

Certain illegal file extensions such as .lock .con .prn, or special
characters like *:<>?/, etc. will not migrate

PST files in the folders will replicate on each synchronization

Multi-GB files may not sync at some license levels

NPC 5



Secure Email and Email Management with
Exchange Email

oveto D Categorize ™~

Focuse d  Other Filter - Contoso Project Status

Mtg

i i e B bl . Rl
« Professional-grade email system for your team's = s e | © R
improved performance and security 9 o @

Focused 4 Filter

wailable. n "
PN @Jordan Miller @Lee Gu

Cecil Folk
Suprise Birthday Pl

be in the neight

Christie Cline
> Contaso Project Status
@lordan Miller @Lee Gu

« Both in-the-cloud and integrated device access
for mobility and organization

Get Qutlook for 06

@) Cortose Project

Christie Cline
Last week 5 AM
Jordan Miller, Miniam Graha

0 %1050 Launch Ttam

* Regulator ,-Arf Tue 4/% @ Contoso Praject Status pptx
Regulatory Affairs. Join Microsoft Teams On

a Jo Sherman
I'w

Lydia Bauer
Meet & Greet

1 Baw

« In-Canada or U.S. data sovereignty to meet your
compliance requirements

@Jordan Miller @Megan Bowen

Maona Kane

« Seamlessly integrated with Teams, SharePoint, Oregon and weskend geta e i I
OneDrive and your calendar o you t? e the st one the best.
- Bonnie Kearney S e
« Integrated advanced capabilities such as DLP and Wil 8 Il el i
E m a i | Arc h iVi ng -a Joni Sherman . Zih::;:::send me the status on
ekl e s o o o s s

It's Time To Check-In thanks,

Helle Cecil, your flight to New York is depart...

| E Joni Sherman



Encrypting Email

B = H 0O

Qutlook

4+ Mew message

<

% 08

[

2 ¥ % @ B <

Favorites

Inbox 13
Dirafts 40
Archive

Al favarite

Folders

Inkon 131
Juink Email [
Drafis 40
Sent ltems

Deleted Ikems

Archive
Comversation History

Mew folder

&

Focused  Other Filter -

Other: Mew conversations
Contoso Store

Lydia Bauwer
Contoso Store Fri 3:08 Bhd
We're all set for the grand opening. Please...

This month

|Draft] Megan Bowen
* Adventure Works Cycles Tue 1005 AM
You Should totally go here and register your...

Lydia Bauer
Like a Friday fashian shaw Tue 8108 AM
That's who you are, that's what you could..,

Celeste Burton
This lightming storm, this tidal Tue 08 AM
This avalanche / I'm not afraid, come on

Amanda Brady
» Charades, pop skill Tue 5:04 AR
Water hyacinth named by a poet: imitati...

B Send “ Attach @ Encrypt »  Discard

From aimeeowens? 5
Encrypt and Prevent Forwarding

To o Wegan Bowen *

Paymient Details

Hi Megan,

Thanks for the note!

Here is my CC to process the payment: 3555 1234 4321 55555

Thanks!

Sent from Outlook

P A & B / U & A = = +E +«F

& X o

Draft saved at 1017 A

NPC
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Securely Connect People with Teams

Everything brought together, unified
communications

Chat, video, calls, conference calls, screen
sharing, set appointments, mark events,
share files, create groups, call recording,
guest access

Search o
:

@ Northwind Traders >

Files Power Bl Corpor

Yous teams —
Northwind Traders " aham
< Marketing @ Northwind Traders Miriam Gr
\ . Traders 2 Hi Team. When creating new
Ceners always be cognitive of cultural
Conversations Files More Earnings Release ) (1] share information or recedve fi
Marketing Megan Bowen
Meiri
@ i f_‘"__‘ ir;':“‘m Overview fo Completely agree
and geographical
Performance 'D
‘ W canter ways i + Reply
1 i . . Shiproom

elemetry 8- | tynee Robsins
: hidden channels i 3 IMPORTANT!
Partner planning

fing Taskforce aae For those who were unable to
below. Please take a

he final numbers befor

Handbook Revision (2] of ping me directly. Thanks

i NEO Event Planning =
v - @ Partner presentation,
Onboarding Deck Refresh Tl MorthwindTraders 3 Mk
l HR Leadership Team
! . _
®  Lynne Rebbing General ! L Christie Ci M *
iy | updated slide & with
Sy Events
wooRTANT! Reatubbment ¥ @ Miriam Graham
Partner planning Megan when can we
For th &0 unable 19 3TIend cu Reviews
" .. Megan Bowen Monday
Tralning 90 I'm just waiting to hea
o b abl final ot « Beply
See more Hidden teams

6 Partner presentation. pptx
s

orthwind Traders > Marketing

@
§

8’ Join or create a team



Using Teams:

2 Chat Recent
Ei ecent

(B
S om, Darren

® Darren and Larry

°y

AH Albert
‘. ?' Larry
. DB Darrin
g Mc Michael
Suggested
59 AN Admin NPC
Apps
BE_ Bill
( &
GE  Gee

Contacts 1

Search or type a command

mc  Michael Chat Files Organization Activity —+ oo@ Ba
3/64:14 PM
511 PM
410 PM
341 PM
Michael 3/6 4:15
MC
3/20
/6 4:15 PM
i
316 .
Michael 3/6 413 PM
MC
Type a new message
Ae 'V ¢ © W B B B @ - B

NPC
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Using Teams: Calendar

]

Calendar

(3] Today < > March2020 v

3 PM

4 PM

5PM

6 PM

23

Monday

4 Search or type a command

24

Tuesday

| Meeting with Client

| Meeting with Client

| Meeting with Client

| Meeting with Client

| Meeting with Client

| Meeting with Client

| Meeting with Client

I Meeting with Client

| Meeting with Client

| Meeting with Client

4 Meet now

[E] Work week

N
~J

o
Ay

| Meeting with Client

| Meeting with Client

NPC



Using Teams: Apps Integration

Apps
a Eearch all

All

Personal apps

) E Bots

Tabs
‘* Connectors
i Messaging
i Top picks
ses Analytics and Bl

Developer and T

Education
58 ' uman resources
Apps o
Productivity

Project management

Sales and support

I

Social and fun

A Search or type a command

Browse available apps and

services

Add your favorite app for yourself or

for a team.

See our top picks

Trello
Project management

Trello lets your team work more collaboratively
and get more done. Trello’s boards, lists, and
cards enable you to organize and prioritize your...

'E!l Azure DevOps

Developer tools

Plan better, code together and ship faster using
Azure DevOps. Search, find work, and collaborate
better with your team.

Jira Cloud

L DO

v Opsgenie

+ aktivlearn plus

) Flow
Workflow + business management

Autornate time-consuming and repetitive tasks by
integrating your favorite apps and services with
Microsoft Flow.

Zoom
Communication

Seamlessly start, schedule and join Zoom

meetings from Microsoft Teams, Meet happy with
flawless video, clear audio, and easy content...

E Pally
Communication

Gather real-time insights with simple polls that
work where you work

Cisco Webex Meetings
Communication

The Cisco Webex Meetings integration makes it
easy to add a link for your Webex meeting or
Personal Room meeting to your message in you...

P vinaweiser
NPC



NPC Managed Microsoft 365 Plans

Apps For Business

Business Standard

Business Premium

E3 + Defender for 0365

- Plan 1

* Included with each NPC
« Basic“desktop” suite
«  Word/Excel/PPT/Outlook

« No access to web-portal
(OneDrive)

15t level upgrade from the
included suite

Includes Apps + SharePoint
+ Teams

Professionally managed,
monitored with 24/7/365
support

Includes Business OneDrive

In addition, provided by NPC at all levels:

2nd level upgrade, includes
Apps + Standard + Exchange
email management

Hosted email domain

Hosted email data w/ 50Gb
inbox

Advanced email threat
protection and
management

* More secure Tenants, managed and configured by NPC, vs. retail customer subscriptions
* Included 365 technical support and help desk

* NPC backup of all 365 files

Alternate to Business
Premium

Includes 100Gb email inbox
Email encryption

Advanced email threat
protection and
management

NPC =



Recap

: « Consider the Three Pillars of Risk Governance:
Hybrid Work From

Anywhere * Policy, Training, Technology
« Embrace a small footprint, secure-cloud strategy

« Consider the power of Microsoft 365 integrated products to
enable your team

Secure Work From Anywhere Can Enable Your Team,
and Protect Your Business

NPC =



Additional Resources
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NPC Solutions

Secure managed computers and « NPC Secure Managed Computers
Microsoft 365 for the professional .
. « Hardware, encryption, backup, system
and SMB office. : .
software, security, technical support,

managed and monitored for you
« NPC Managed Microsoft 365

« SharePoint, Exchange Email, Teams, and
a host of productivity tools

« Dedicated Account Manager

« A custom and consultative approach

NPC =



NPC Webinars
Recordings Enhancing Password Security and the Power of MFA

@ npcdataguard.com/webinars

& more, and new topics will be added



https://www.npcdataguard.com/webinars
https://go.npcdataguard.com/en-ca/webinar-enhancing-password-security-and-the-power-of-mfa
https://go.npcdataguard.com/en-ca/building-an-irp-for-the-smb
https://go.npcdataguard.com/en-ca/protecting-your-identity-online
https://go.npcdataguard.com/en-ca/10-steps-to-secure-your-business-from-ransomware

Upcoming NPC

. September 15th NPC DataGuard Solutions Overview
Webinars

1:00 PM ET (30 mins)

@ npcdataguard.com/webinars

September 22nd | How ‘Office of the Future’ and Secure
1:00 PM ET (60 mins)  Document Management Can Protect
Joint webinar with SideDrawer  gnd |mprove Your Business

October 18th | How to Protect Your Business from
1:00 PM ET (60 mins)  Email Compromise Attacks



https://www.npcdataguard.com/webinars

NPC Security
Alerts

S,

1]

cdataguard.com/alerts

What the Log4j Vulnerability Means for SMB Professionals

Sl =>| [ |-
NPC Security Alerts 5021-12-71

I]

[EXTERMAL - Use caution when opening attachments or links.]

Préférez-vous voir ce courriel en Francais?

NPGC Security Alerts

What the Log4j Vulnerability Means for
SMB Professionals

A major security flaw in an application used by programmers to record activities for
applications and software in devices and various services is making the headlines.

National cybersecurity agencies and experts are calling for urgent action after it was
reported last week.

Logdj is a component of software that developers use to record activities in an
application. It is used in millions of Java applications and when located by hackers it
can be exploited with relative ease. Hence, it has received a very high threat rating.


https://www.npcdataguard.com/



mailto:dmar@npcdataguard.com
mailto:dmar@npcdataguard.com

Thank Yow

Please Be Safe & Stay Healthy

Smarter Computing

40
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