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10 years in SMB technology 
products and services, with 
emphasis on financial services 
small office security.

May-May Ogoigbe
Marketing Manager

6+ years experience in 
marketing leadership for SMBs, 
startups and multinational 
organizations.
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Agenda

• Current Threats  

• Microsoft Security

• Microsoft 365 Overview

• Q&A

5



• Scale to size and type of company
• Keep it simple, it will grow

• Planning, implementation, 
deployment, security testing

• Leadership awareness 
and reinforcement is key

Risk 
Management 

Program

Staff Training 
and 

Awareness

Technology 
Investment
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Attack Methods
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Threats are up 

300%
since the pandemic started

Source: FBI IC3 (Internet Crime Complaint Centre)

Remote desktop

>

>

IoT devices Supply Chain Attacks

Improperly Protected Networks

Email and web 
browsing



9Sources:  Forbes Magazine July 27,2021, Tech.co, February 7, 2022, BC Business, July 2022

https://www.forbes.com/sites/tedknutson/2021/07/27/small-businesses-bearing-brunt-of-ransomware-attacks-senate-told/?sh=796b73a09556
https://tech.co/news/82-of-ransomware-attacks-target-small-businesses-report-reveals
https://www.bcbusiness.ca/Five-Reasons-Why-Small-Businesses-Are-at-Increased-Risk-of-Ransomware-Attacks


Office and Home Office of the Future



Secure Cloud
File storage/

application hosting

Secure
Router

Secure Printer, 
Copier, Scanner

Secure Endpoint 
Devices

11Copyright © 2008-2022 NPC DataGuard.
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User Owned
Break/Fix

Data

Applications

Support

Security Monitoring

Computers

Servers
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Networking

SaaS 
(Software)

Data

Applications
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Security Monitoring

Computers

Servers

Storage

Networking

MSP
(Managed 

Service 
Provider) 

Data

Applications

Support

Security Monitoring

Computers

Servers

Storage

Networking
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(Technology-
as-a-Service)
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Applications

Support

Security Monitoring

Computers

Servers

Storage

Networking

You Manage Managed for You
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• As-a-service models remove the cost of custom-building common 
application, network, server, security, and services needs

• Specialization by the provider allows more features for less cost, 
improved performance, security, and reliability

• Allows for more economical “scaling up” or “scaling down”

It is difficult to compete with the security, speed, 
reliability and economics of specialization



Microsoft Security



15Source: NPC Files

Multi-factor Authentication with 
phone call, text, or app as second 
factor

Location-Based Authentication

Advanced Threat Protection:
• Increased SPAM and threat 

filtering through AI 
• Safe Attachments 
• Safe Link Protection

Administrator account control, 
including user access and 
password policy management

Email:
• Auto-forwarding control
• Message encryption 
• Advanced anti-phishing 

capability
• Blocks specific file extensions 

known to distribute malware
• Data Loss Prevention and 

Exchange Email Online 
Archiving 



Definition:
A method of allowing 
access to applications, 
websites, systems or 
devices, only after the user 
presents two or more 
pieces of authentication 
evidence.

or

* * * * * * Something you know

Something you have Something you are

+

=



Forms of 
Attacks 
Prevented
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Stops “brute force attacks”, 
or account compromise 
from lost or stolen 
passwords/credentials, or 
poorly constructed primary 
authentication systems:

Phishing

Spear Phishing

Keyloggers

Credential 
Stuffing

Brute-Force 
Attacks

Reverse 
Brute-Force

Attacks

Man-in-the-Middle 
(MITM) Attacks



“Your account is more than 99.9% less 
likely to be compromised if you use MFA"

Alex Weinert, Group Program Manager for Identity Security 
and Protection at Microsoft

August 27, 2019

• Microsoft reports that 
20+ million accounts are 
probed daily in 
Microsoft ID systems for 
Credential Stuffing 

MFA Benefits

18Source: Microsoft: Using multi-factor authentication blocks 99.9% of account hacks | ZDNetF

https://www.zdnet.com/article/microsoft-using-multi-factor-authentication-blocks-99-9-of-account-hacks/


Microsoft 365 Overview



Business 
Integration of 
365 for the SMB
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A suite of mobile, desktop 
and cloud-based 
productivity tools on a 
unified communication and 
collaboration platform

Teams
Chat, Meetings, 

Apps, Calls

Exchange
Email Management

SharePoint
Intranet, Shared Docs



• Replaces your file server, USB drives, or email 
file sharing

• Mobile access everywhere

• Powerful collaboration and integrated tools 
and apps 

• Generate links for secure file sharing, or grant 
controlled access

• Data sovereign 
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Using 
SharePoint: 
Setup Pointers

• Know specific levels of access by user, what configuration 
settings you require

• Ensure the source data is malware and corruption free

• SharePoint is not a backup

• Very long files names (name and path exceeds 400 characters) 
will not migrate

• Certain illegal file extensions such as .lock .con .prn, or special 
characters like *:<>?/, etc. will not migrate  

• PST files in the folders will replicate on each synchronization

• Multi-GB files may not sync at some license levels
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• Professional-grade email system for your team’s 
improved performance and security

• Both in-the-cloud and integrated device access 
for mobility and organization 

• In-Canada or U.S. data sovereignty to meet your 
compliance requirements 

• Seamlessly integrated with Teams, SharePoint, 
OneDrive and your calendar

• Integrated advanced capabilities such as DLP and 
Email Archiving 
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• Everything brought together, unified 
communications

• Chat, video, calls, conference calls, screen 
sharing, set appointments, mark events, 
share files, create groups, call recording, 
guest access
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Apps For Business

• Included with each NPC

• Basic “desktop” suite

• Word/Excel/PPT/Outlook

• No access to web-portal 
(OneDrive)

In addition, provided by NPC at all levels:
• More secure Tenants, managed and configured by NPC, vs. retail customer subscriptions
• Included 365 technical support and help desk
• NPC backup of all 365 files

Business Standard

• 1st level upgrade from the 
included suite

• Includes Apps + SharePoint 
+ Teams

• Professionally managed, 
monitored with 24/7/365 
support

• Includes Business OneDrive

Business Premium 

• 2nd level upgrade, includes 
Apps + Standard + Exchange 
email management

• Hosted email domain

• Hosted email data w/ 50Gb 
inbox

• Advanced email threat 
protection and 
management 

E3 + Defender for O365 
- Plan 1

• Alternate to Business 
Premium

• Includes 100Gb email inbox

• Email encryption

• Advanced email threat 
protection and 
management 



Recap

Hybrid Work From 
Anywhere
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• Consider the Three Pillars of Risk Governance:  

• Policy, Training, Technology

• Embrace a small footprint, secure-cloud strategy

• Consider the power of Microsoft 365 integrated products to 
enable your  team

Secure Work From Anywhere Can Enable Your Team, 
and Protect Your Business



Additional Resources
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Secure managed computers and 
Microsoft 365 for the professional 
and SMB office.

• NPC Secure Managed Computers

• Hardware, encryption, backup, system 
software, security, technical support, 
managed and monitored for you  

• NPC Managed Microsoft 365  

• SharePoint, Exchange Email, Teams, and 
a host of productivity tools

• Dedicated Account Manager  

• A custom and consultative approach 



NPC Webinars
Recordings
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npcdataguard.com/webinars

Enhancing Password Security and the Power of MFA 

Building an Incident Response Plan for the SMB

Protecting Your Identity Online

10 Steps to Secure Your Business from Ransomware

& more, and new topics will be added 

https://www.npcdataguard.com/webinars
https://go.npcdataguard.com/en-ca/webinar-enhancing-password-security-and-the-power-of-mfa
https://go.npcdataguard.com/en-ca/building-an-irp-for-the-smb
https://go.npcdataguard.com/en-ca/protecting-your-identity-online
https://go.npcdataguard.com/en-ca/10-steps-to-secure-your-business-from-ransomware


Upcoming NPC
Webinars
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npcdataguard.com/webinars

September 15th

1:00 PM ET (30 mins)
NPC DataGuard Solutions Overview

September 22nd

1:00 PM ET (60 mins)
Joint webinar with SideDrawer

How ‘Office of the Future’ and Secure 
Document Management Can Protect 
and Improve Your Business

October 18th

1:00 PM ET (60 mins)
How to Protect Your Business from 
Email Compromise Attacks

https://www.npcdataguard.com/webinars


NPC Security 
Alerts
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npcdataguard.com/alerts

NPC Security Alerts

https://www.npcdataguard.com/


Darren Mar
dmar@npcdataguard.com
905-305-6513

May-May Ogoigbe
mogoigbe@npcdataguard.com
905-305-6530

Q&A
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mailto:dmar@npcdataguard.com
mailto:dmar@npcdataguard.com


Thank You
Please Be Safe & Stay Healthy
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